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Abstract. We take another look at intractable temporal logic specifications, where
the intractability stems from self-reference, unboundedness, or the need for ex-
plicit counting. A classic example is the specification, “Every file that gets opened
eventually gets closed.” In all cases, we show that we can capitalize on realis-
tic constraints implied by the operating environment to generate Mission-time
Linear Temporal Logic (MLTL) encodings with reasonably-sized memory signa-
tures. We derive a new set of rewriting rules for MLTL, accompanied by proofs
of correctness for each rule, and memory optimizations. We utilize these in creat-
ing MLTL encodings for all three patterns of “intractability,” proving correctness,
time complexity, and space complexity for each type of specification encoding.

Keywords: Mission-time Linear Temporal Logic (MLTL) - MLTL Satisfiability
- Temporal Logic Specification.

1 Introduction

Since it was named specifically in 2014 [32] as a particularly popular subset of the log-
ics MTL [29] and STL [26] for industrial practice, Mission-time Linear Temporal Logic
(MLTL) has become increasingly utilized as a specification logic for industrial appli-
cations. For a couple of examples, MLTL was utilized in formal verification on-board
Robonaut2 [18]], and the NASA Lunar Gateway project is currently using this logic
for requirements capture, design-time testing, and online runtime verification [[7/8l9].
While we can use established algorithms for evaluating more expressive logics of which
MLTL is a subset, previous work has shown that there are substantial advantages to
working in MLTL directly, for example in satisfiability checking [24], model checking
[[19]], and runtime verification [16]. We know from these studies that MLTL brings the
advantages of being easier to validate and more efficient to evaluate than more expres-
sive, higher-order Logics [23]. However, these advantages come with an expressability
trade off; the value of MLTL is limited to the specifications we can accurately capture
n 1t.

There are common specifications that industrial practitioners tend to naturally ex-
press using, e.g., first order (FO) logic, but doing so precludes using their established,
efficient evaluation tools developed for lower-order temporal logics like MLTL and
LTL; satisfiability of first-order logic is undecidable [3]]. This has spurred many ad-
vances in more-efficiently evaluating more-expressive extensions of linear-time tem-
poral logics that capture higher-order sentiments. Using Petri nets as an intermediate
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specification language, [14] defined a full FO-LTL for specifying liveness in concurrent
systems. Quantified Propositional Temporal Logic (QPTL) [34] extends MLTL with
limited quantification while only incurring non-elementary complexity [34]. Quanti-
fied Linear Temporal Logic (QLTL) [30] specifically defines complexity with respect
to Markov processes as a function of number of alternating quantifiers, thus provid-
ing a middle-ground restriction on both expressiveness and complexity. Variable-LTL
(VLTL) [37] studies which quantifier patterns do and do not forfeit decidability and re-
stricts specifications to those. FO-LTL [22]] looks for finite models of infinite domains,
relying on the structure of FO fragments and quantifier ordering to bound complexity.

Capitalizing on realistic limits on the evaluation domain led to several tractable al-
gorithms for linear-time logics with first-order-like extensions. First order LTL over Fi-
nite Time Structures FO-LTL™ defined a procedure for checking validity given a finite
time horizon [3]. Finite domains enabled reducing first-order properties to a satisfiabil-
ity check on the sequential circuit representation of a program for model checking [27]).
Finite Quantified LTL (FQLTL) [6] extends LTL with quantifiers over finite domains,
targeting infinite time evaluation by generating LTL formulas during execution rather
than enforcing restrictions in preprocessing.

With this in mind, we take another look at common “first order” specifications like
“every file that gets opened eventually gets closed.” Depending on the logical encod-
ing of this specification, its evaluation could involve unboundedness (e.g., unbounded
number of files), self-reference (e.g., closing a file refers back to the specific file that
was opened), or counting, all of which are provably outside the expressability of linear-
time logics including MLTL and LTL [12J38]]. We note that industrial domains, i.e., the
domain where we will evaluate this specification in performing some verification task,
naturally impose restrictions that we can use to encode this specification in lower-order
logic without changing its meaning. For example, we are tempted to start the encoding
with “for all files,” yet the default open-file limit in Linux is 1024[36], quite a small
number in practice. This leads to an important realization: by parameterizing specifi-
cation patterns over reasonable limits we can expect to be imposed by the evaluation
domain, we can design a set of MLTL encodings of many common “intractable” speci-
fications without changing their meaning, extending the logic, or precluding the use of
efficient existing tools for MLTL evaluation.

Having an extensive set of categorized rewriting rules for LTL enables the current
state-of-the-art encodings of that logic for a variety of evaluation algorithms; see, e.g.,
SPOT [10J11]]. Therefore, we contribute such a set for MLTL in Section E] including
their proofs of correctness and scalability in terms of reducing the memory signature
of the MLTL formula; these utilize the MLTL semantics included in our preliminaries
Section [2| We contribute MLTL specification patterns covering common statements
that involve self-reference in Section [ unboundedness in Section [5| and counting in
Section[6] including proofs of correctness, time complexity, and memory scalability for
the last two. Section [/| contributes an illustrative example to show the effectiveness of
pairing the presented techniques to reduce memory requirements for realistic industrial
domain parameters. Section [8|concludes with impacts and future work.
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2 Preliminaries: Mission-time LTL and Formula-wise Encoding

Mission-time Linear Temporal Logic (MLTL) [24] is a bounded variant of MTL [1]
where each temporal operator has an associated closed natural number interval bound.

Definition 1 (MLTL Syntax). The syntax of an MLTL formula  over a set of atomic
propositions AP is recursively defined as:

pu=true|false |p| =0 [V ALYV EITUY | O | YU E| YR E

where p € AP, ¢ and £ are MLTL formulas, and I is an interval [, u] such that [, u € N
and [ < u.

We evaluate MLTL formulas over finite traces. Let 7 be a finite trace where an
element at timestamp ¢ € Ny is 7[i] < AP such that || is the length of m where
i < |m| < 400 and 7; is the suffix of 7 starting at and including 1.

Definition 2 (MLTL Semantics). The satisfaction of an MLTL formula by a trace 7 is
defined recursively as:

o =piffpe (0] o= —piff T

enb oAbt pandr =

o T = U ¥ iff || = | and there exists a j € [l,u] such that 7; = 1) and

7 = @ forall k € (I, u] such that k < j.

We say two MLTL formulas ¢, i are semantically equivalent (denoted as ¢ = 1)) if and
only if 7 = ¢ < 7 |= ¢ for all traces 7 over AP. To complete the MLTL semantics,
we define false = —true, p v ¢ = —(—p A =), =(0 Ur V) = (—p Ry —¢) and
—Qrp = [r—¢. MLTL keeps the standard operator equivalences from LTL, including
Orp = (true Uy @), Crp = (false Ry ¢). Notably, MLTL discards the next (X)
operator, since X'¢ = 1 17¢-

2.1 MLTL Formula-wise AST Encoding Structure

We focus on memory usage optimization techniques that use an Abstract Syntax Tree-
based (AST) representation for MLTL formulas. Each node in the AST of an MLTL
formula ¢ computes and stores a result-timestamp pair T,, = (v, t) for the correspond-
ing sub-formula with respect to an input trace where v € {true, false} and ¢ € Ny. We
call result-timestamp pairs verdicts.

Propagation Delay To compute the required memory for each node in an AST-encoded
MLTL formula, we must first compute the earliest and latest timestamps when we may
have sufficient information to evaluate the formula. We bound these timestamps using
the upper and lower interval bounds of the temporal operators in a given formula.

Definition 3 (Propagation Delay). [lI7] The propagation delay of an MLTL formula
is the time between when a set of propositions 7(i]| arrives and when it is possible to
know if m; = . A node’s worst-case propagation delay (wpd) is its maximum propaga-
tion delay, and the minimum value is its best-case propagation delay (bpd).
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Definition 4 (Propagation Delay Semantics). [I7] Let p, v, ,%s be well-formed
MLTL formulas where p.bpd and p.wpd are the best- and worst-case propagation de-
lays of formula ¢ respectively:
. p.wpd =0 . p.wpd = p.wpd
AP : =
e {go.bpd -0 Fo="v {go.bpd — y.bpd

p.wpd = Pp.wpd + u

if ¢ =Dy org = O - {w.bpd = .bpd +1

p.wpd = maz(1.wpd, Y2.wpd)

fo=vrvinoro=yints: {@.bpd — min(1.bpd, vs.bpd)

p.wpd = mazx(P1.wpd, Y2.wpd) + u

if o = 11 Uy o = Ritu :
o=t v ore = v1 Riw ¥z {So.bpdmin(¢1.bpd,1/)2.bpd)+l

The values of p.wpd and ¢.bpd are based solely on the structure of the given formula
© and do not take into account interactions between sub-formulas. For example, the
formula [jg 51 v [Jjo,10)% has a structural worst-case propagation delay of 10 but the
relationship between the two [J; operators always allows evaluation of the formula by
time step 5. In other words, we can simplify this formula to (o 51

2.2 MLTL AST Encoding Memory Requirements [17]

Consider an AST node g and its set of sibling nodes B, (not including g). The minimum
required memory (with respect to the number of verdicts) for g is:

MeMnode(9) = max(max{b.wpd | be By} — g.bpd,0) + 1 (D)

We can recursively compute the memory requirements of an AST rooted at g, where C,
is the set of child nodes of g, as follows:

memast(g) = mempode(g) + Z{memAST(c) |ceCy} )
Formula[T|accounts for the worst-case input with respect to A
evaluating the parent of g. Consider a trace 7, time 0 < ¢ < |/, / \
and a node g such that g’s value is known at index i + g.bpd but 3 3 Ora,0]
the value of a sibling node b,;, .. is known at index i+b,,,4, - wpd l i

where 5. wpd = max{b.wpd | b € B,}. In order to evaluate
g’s parent at ¢, we must know the evaluations of both g and
bmaz at ¢ and therefore buffer the values of ¢ from indices ¢ + Fig.1:  AST  for
9.bpd 10 i+ by wpd. I by wpd—g.bpd > 0, this requiresa  he MLTL  formula
buffer of size (i+bymaz.-wpd)—(i+9.bpd) = bz wpd—g.bpd, (Orz,31P) A (Ofa,919)
otherwise we do not need to buffer values at node g. where p,q € AP.

p q
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As an example, consider the AST in Figure|l| We see that mem,,oqe(A) = 1 since
the node has no siblings. Now, for each temporal node we have

mempode((j2,31) = max(maz{Qae).wpd} — j2,3.bpd,0) + 1 = 8
meMnode(Qa,0]) = max(maz{z,z).-wpd} — Opa,01.bpd,0) +1 =1

Finally, each memy,o4e (p) = mempoqe(q) = 1 bit. Putting this all together:

memast(A) = MeMpode(A) + MeMpode (D[2,3] ) + memapode (<>[4,9] )+

MmemMmnode (p) + memnode(q) =12

3 MLTL Encoding Optimizations

We present MLTL rewriting rules for reducing the AST encoding size of MLTL for-
mulas that can be applied automatically during MLTL formula encoding. This type of
optimization is similar to SPOT’s [[L1] optimizations for LTL, with the primary differ-
ence being SPOT minimizes the size of an LTL formula’s automata representation.
Figure [2] contains the MLTL rewrite rules. We first prove that both sides of each
rewrite rule are equivalent using trivially-derived equivalences from LTL and the se-
mantic definitions of MLTL operators. We then show how each rewriting rule main-
tains or reduces the memory of a given MLTL formula. First, recall that MLTL does
not include a Next-time operator (X) as in LTL because it is equivalent to [J}; 1}. More

Cper,wa 10002, u2]1%P > L[ty 10,01 +u2] P Olt1,u110ltz,ual® = Oty +iz,ur+uzl® R
Oirui19 A Optsuel® = Oitsus] (O 13,01 —usg]® A Oita—i5,us —us]¥)
Olir,u11? V Olia,ual® = Ol us] (Ol —i5,u1 —us]® ¥ Ofia—1s,u0—us]¥) (R2)
where I3 = min(l1,l2),us = I3 + min(ur — li,u2 — l2),l3 < us
Ola,a] O]9 = Olita,utal® Onulla,a1% = Olita,utalP R®3)
Ola,alit,u1® = Ol a,uta]® Ort,u) Ofa,a1% = Opi+a,utal®
Upa,ua19 A Uit u) > Ui ug]® Oti,u11® V Oliz,ua)® = Oliy ua] ¥ R4)
where I < l2 < w1 + 1,uz = maz(u1, uz)
O ua 12 Y Ot us1® = g ug]® Oltr,u1]1P A Qlig,uz]®P = Olig,ua]® ®5)
where [; <o < w2 <y
Ola,al (0 Uptu) ¥) = @ Upira,uta) ¥ Ora.a1p) Unw) Ora,a1) = (RO)
P Ui tauta) ¥
(01 Upiug] 02) A (03 Ut ug) 92) = (01 A 93) Upiug] 2 R7)
where | < u1,l < ug,u1 < uz
© Uiy 1] T10,u219 7> Oty 1y +uz]® O U ur] Oousl® = Oyt tusle (R)

Fig. 2: Table of MLTL rewrite rules where o, ¥, 1, p2, @3 are well-formed MLTL for-
mulas and a, [, u, l1, us, lo, us, I3, u3 € Ng such that | < u, {1 < uq, lo < us, I3 < ug.
Each group of rules has identical constraints on their interval bounds.
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generally, we can express a € Ny nested X operations with a singleton interval such as
in [Jjq,q]- We therefore observe the following equivalences:

D[a,a]‘p = Q[a,a]‘p = Z’{[a,a] ¥ (3)

The following directly follow from the semantics of U :

falseUp .y o =0y truelpu) p =0pwe PULG e =0pgy 4

With these basic equivalences in hand, we can show that each rewrite rule preserves the
MLTL semantics and thus is also an equivalence relation.

Theorem 1 (Equivalence of MLTL Rewrite Rules). Let ¢, 1, o1, @2, p3 be well-
formed MLTL formulas and a, I, u, 1y, us, lo, us, I3, uz € Ng such that | < u, I1 < uy,
lo < ug, I3 < ug. Then each rewrite relation (—) in Fig 2| is also an equivalence
relation.

Proof Sketch. |I|We case split over each rule and prove the left- and right-hand sides
of each — relation to be equivalent. Most rules follow directly from the semantics of
MLTL (e.g.,[(RT)) and we present the more complicated proof for [[R2)]to illustrate:

Let 7 be a finite trace such that m = [(py, 4,101, u,1%- We show that 7 = [l 41, +us] 9

By the semantics of []7, we know that 7;+ = [p,,,] for each i € [I1, u;]. Intu-
itively, this means that 7 satisfies ¢ at timestamps [l3, us] relative to i i.e., m; = ¢
starting at the timestamp ¢ + I and ending at ¢ + us. So, applying the semantics
of (I again, we have that m;,; = ¢ for each j € [l2,u2]. By the definition of
trace suffixes, this means that 7, = ¢ for each k € [l; + l2,u1 + ug]. Therefore
T E Ity +12,u1 +us] - The converse proof follows from a similar argument.
Using[(RT)] we see that

D[ll,ul]@ N D[lz,ug]w = D[lg,lg]D[ll—lg,ul—ly,]go N D[l3,l3]|j[l2—l3,uz—l3]w'

This follows if both intervals [I; — I3, u; — I3], [l2 — I3, us — l3] are valid i.e., (a)
ll —l3 20,(]3)[2—13 >O,and(c)l1—l3 < up —lg,(d)ZQ—lg §U2—13.

(a) Recall that I3 = [, then I3 < [4.

(b) Recallthatls = 1; <y, thenly — I3 = 0= 1y > I3 = I3 < I3 holds.

(c) Since l; < uq, we see that [; — I3 < u; — I3 = 11 < uq holds.

(d) Since Iy < uo, we see that Iy — I3 < ug — I3 = 9 < usy holds.

Now, let ug = I3 + min(uy — I, ug — la). Applyingonce more, we have

Ot 131000 3,01 —151P A Ot 1)t —ts ua 1219 =
D[l3,u3]|:|[11—l3,u1 —ug]P N D[l3,u3]|j[lz—l3,u2—u3]w‘
Since this only affects the upper bounds of the inner [] operators, we show that (a)

ll —l3 < up — us and(b)lg —lg < U2 — U3.
(a) Consider the two cases of u1 — I1 < ug — Iy and ug — Iy < ug — Iy:

! The full proof for the entire set of rules can be found at https:/temporallogic.org/research/

FMICS2023/.
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(i) Assume u; — Iy < ug — lg, then ug = uy — I3 + l3. Replacing this in the
target inequality, we have l1 — I3 < uy — (ug —l1 +13) = 11 — I3 < 11 — 3.
(i) Otherwise, us — Iy < uy — l;. Then ug = ue — I + I3, and replacing this
in the target inequality, we have I3 — I3 < up — (ug — la +l3) = 0 <
up — I3 — (ug — la) = ug — la < uy — Il3. Now, since I3 = [y, we have
ug — lo < up — [1 which is true from our assumption.
(b) Consider the two cases of u; — I1 < ug — Iy and ug — Iy < uq — Iq:
(1) Assume uy — I < ug — o, then ug = uy — I3 + l3. Replacing this in the
target inequality, we have Iy — I3 < us — (ug — I3 +13) = Iy — I3 <
g —up +11 —lg =1l <us —uy +1i = u; — 11 < ug — Io, whichis
true from our assumption.
(i) Otherwise, ug — Iy < u; — Iy, then ug = us — ls + l3. Replacing this in
the target inequality, we have Iy — I3 < ug — (ug —lo +13) = Iy — I3 <
Ug —Ug + Iy — I3 = log < Uy —ug + 1o = Iy < ls.
Finally, we prove that

D[lg,ue,]lj[ll—l3,u1—l3—u;:,]90 N D[lg,ug]D[lg—lg,ug—lg—ug]w =
D[lg,u3] (D[llfl';,ulflgfug](p N D[lQ*lg,UQ*l_gfug]w)'

Let 7 be a finite trace such that

™ ’: (D[537u3]|:|[11—137u1—13—u3]90) A (D[l3,U3]D[l2—l3,uz—l3—U,3],l/})'

We apply the semantic definitions of A and [y to see that 7; = Oty =15, u1 —ls—us] P
and 7; = iy —14,us—15—ug]? for all ¢ € [I3,u3]. Combining these relations using
the semantics of A once more, we see that

e ': D[llflg,u17l37u3](p A D[lz*ls,uzflaf’u«?»]qp

for all i € [I3, us]. Using the semantics of []; again, we see that

™ ): D[lg,ug] (D[ll—lg,ul—lg—ug]go N D[lg—lg,ug—l3—ug]w)'

The converse proof follows from a similar argument.

Inapplicable LTL Equivalences While the equivalences discussed so far have corre-
sponding equivalence relations in LTL, there are some LTL equivalences without such
arelation in MLTL. For instance, consider the LTL formula {(pl{1)) = (1. Intuitively,
so long as v holds at some timestamp ¢ in a given trace, then it is trivially true that plf1)
holds at 7 in that trace. However, once we add interval bounds to each temporal operator
as in Oy, u,1(¢ Up,,up] ©) there is now a constraint on when v can hold in a trace with
respect to ¢ and still satisfy the formula. For example, if m;, 4;, ¥ 1 for some trace 7
that models this MLTL formula, then necessarily 7, 41, |= ¢ i.e., the satisfaction of ¢
is still relevant for some satisfying traces.

Similarly, consider the LTL equivalence O Jp A O[1) = O[(p A t). Again, intu-
itively, the LTL operators ¢ and [] do not specify when their operands must hold, just
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that they both eventually always hold. When we add bounds to the left-hand side as in
Ot1,u1)0p12,u21P A Qi us][ia,ua] ¥ both ¢ and 1) have constraints on when they must
hold in order for a trace to satisfy this formula, and when this is exactly may differ for
either ¢ or 1. Speaking generally, MLTL places more constraints on the set of traces
that satisfy a given formula than LTL.

Memory Effects of Rewriting Rules on MLTL AST Encodings Applying these
rewriting rules strategically can reduce the overall memory requirements of the AST
encoding of the MLTL formula. These rules reduce memory requirements in one of
two ways: (1) by tightening propagation delays or (2) by reducing formula length.

From Equation |2, an AST node g’s required memory is the difference between that
g.bpd, and the maximum wpd of its siblings. Therefore, reducing max{b.wpd | b € B,}
for a set of sibling nodes B, can reduce the memory requirements of all other sibling
nodes in B,. Furthermore, reducing ¢’s wpd can reduce its ancestors’ wpd, which in
turn could reduce the memory requirements for the ancestors’ set of siblings in the
same manner. In the following, we use ¢ (1)1 — 1)3) to denote an MLTL formula that is
identical to a formula ¢ where a sub-formula v, of ¢ is replaced with 5.

Lemma 1 (Memory Effect of Tighter BPD). Let o, 11, 1o be well-formed MLTL for-
mulas where 11 is a sub-formula of ¢, 1y is the sub-formula in (i1 — 1), and
11.bpd < 2.bpd. Then

MmeMnode (wl) = MEMnode (7/]2) .

Proof. We first note that 1)1, 1) have the same set of siblings i.e., By, = By, = B.
Then from Equation [I| we see that
MeMpode (1) =maxz(maz{b.wpd | B} — 11.bpd,0) + 1
>max(max{bwpd | B} —13.bpd,0) + 1

=MeMnode (7;[}2 )

]

Lemma 2 (Memory Effect of Tighter WPD). Let o, 11, ¥y be well-formed MLTL
Sformulas where 11 is a sub-formula of ¢, 1y is the sub-formula in ©(11 — 19), and
Po.wpd < YP1.wpd. Then

memast (@1 — 1h2)) — memagsr(V2) < memasr () — memasr (1)

Proof. As in the proof for Lemmam 1, P2 have the same set of siblings i.e., By, =
By, = B.

First, assume 1. wpd < max{by, wpd | by, € By, } ie., 1 does not have the
maximum wpd of all of its sibling nodes. Then

max{by, .wpd | by, € By, } = max{by,.wpd | by, € By,}

since rewriting ¢ from 11 to ¥, does not affect the sibling nodes for either )1, 1o.
Therefore mem ast(p(1 — 2)) —memasr(¥2) = memasr(v) —memasr ().
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Otherwise, 17 has the maximum wpd of all of its sibling nodes i.e.,
1.wpd > maz{by, wpd | by, € By, }

Then the amount of memory required for each node by, € By, is memyoge(by,) =
max(1h1.wpd — by, .bpd, 0). Importantly, each node by, € B, has a structurally identi-
cal counterpart in 5, since we defined ¢ as identical to (101 — 1)2), except where 1),
is replaced with 1,. We define a mapping Sib : By, — By, such that Sib(by, ) = by,.
This implies that by, .bpd = Sib(by, ).bpd for each b € By, . Therefore, we see that each
sibling node of 5 has a lower memory requirement than the corresponding sibling node
of ¢, forall b e By, :

meMmode (by, ) = maz(yr.wpd — by, .bpd, 0) < maz(e.wpd — Sib(by, ).bpd, 0)

Further, the propagation delay semantics (Def. 4) dictate that the wpd of a node is
greater than or equal to the maximum wpd of all its children. Since we assumed that
11 has the maximum wpd of its parent’s children (i.e., ¢1’s siblings) and ¥s.wpd <
11.wpd, it follows that the 15’s parent would have a lower wpd than 1);’s parent. We
can apply this argument recursively to each ancestor of 1, such that every ancestor of
1o will have a lower or equal wpd than the corresponding ancestor of 11, where the
preceding relation holds if the wpd is lowered and the first assumption of the proof
holds otherwise.

Then the sibling nodes of each ancestor of 1, will have a lower or equal memory re-
quirement than the sibling nodes of each ancestor of ;. Therefore mem asr (o (11 —

12)) —memasr(Y2) < memasr(p) — memasr (). o

Intuitively, Lemma [I| and Lemma [2| express the notion that a semantically equivalent
formula with a tighter propagation delay results in reduced required memory. A tighter
propagation delay provides more information as to when the formula will be evaluated
in the best and worst cases, requiring less memory for storing intermediate results.

Theorem 2 (Memory Reduction of Rewriting Rules). Let ¢, 11, 1o be well-formed
MLTL formulas where 11 is a sub-formula of p. Then applying a valid rewrite rule in
FigureE]to W1 will result in a new formula (11 — 1p2) such that ¢ = (1 — 1h2)
and

memast (b1 — 12)) < memasr(y)

Proof Sketch. E]The proof case splits over each rewrite rule and applies Lemma and
Lemma E] to show that each rule causes a memory reduction, where we know from
Theorem (1| that each rule maintains semantics. We show the proof for to illus-
trate, since the rule increases the resulting formula size by 1 and does not tighten the
propagation delays of the top-level node:

First, let 91 = Oy ui)®1 A Optg,us)®2 and Y2 = i g (O 15,01 —us] 91 A
D[lg—l37u2—u3]@2) where |1 < uq, lo < us, I3 = m’in(ll,lg), uz = lg + min(ul —

2 The full proof can be found at https://temporallogic.org/research/EMICS2023/,
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l1,us — l3), and I3 < uz. We show that

Y1.wpd =max(p1.wpd + u1, 2. wpd + us)
=max(p1.wpd + w1 + (us — ug), p2.wpd + ug + (uz — ugz))
=max(pr.wpd + uz + (u1 — uz), p2.wpd + ug + (ug — us))
=uz + maz(pi.wpd + (u1 — uz), p2.wpd + (us — uz))
=1/12.wpd.
Therefore we have memasr(p(¥1 — 2)) — memagr(2) < memasr(p) —
mem st (1) by Lemma A similar derivation is used to show that 1)1 .bpd = 1)9.bpd,
SO MeMnode(A1) = MeMpode (i uy)) by Lemma [1f where A1, Ao denote the A-
nodes in 11, 5 respectively.
Next we show that memasr(¢1) = memagr(2). First, we see that because
lg < us:

memnode(D[ll,ul]) :((@2-wpd + UZ) - ((pl'bpd + ll) + 1)
>((p2.wpd + (ug —uz)) — (p1.bpd + 11 —13) + 1)
=((p2.wpd + ug) — (p1.bpd + 11) + 1) + (I3 — us)

=MEMnode (D[llflg,,ul*ug])'
Similarly, mempode ((f2,us]) = MeMnode(([1y —i5,u1—us])- Then

memast (VY1) =meMnode(A1) + MeMnode (i, uy]) + MeManode (fiy,us])
memast (1) + memast(2)
=meMnode((is,us]) + MEMnode ([t ui]) + MeMnode ([(fiz,us])

memast (1) + memasr(v2)
=meMapode (ig us]) T MeMnode (i —15,u1 —us]) + 1+
meMupode(J[1,—15,us—us]) + MemasT(P1
=meMnode (Jis,us]) T MeMnode (i, —15,u1 —us]
meMpode(J[1,—15,us—us]) + MeMasT(P1

=memast(¥2).

+ memasr(p2)

+ meMmpode ( A 2)

—_— — ~— —

+ memagsr(p2)

Combining Lemma [2|and the previous result, we have that mem as7(o(11 — 12)) <
mem ast(p) for The rest of the rules rely on either tightening the propagation
delay or reducing the number of nodes in the rewritten AST in order to reduce memory
requirements. =

4 Realizing Self-Reference Via Slot-Based MLTL Encoding

When monitoring formulas over sets, one area of concern deals with self-reference
within a formula. The requirement “Every file that gets opened eventually gets closed”
is a simple classical example that illustrates this concern [20]].
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One formalization of this requirement using First-order Logic is

Vf.open(f) — Oclose(f) Q)

where the predicate close(f) refers to an object that is referenced earlier in the spec-
ification (i.e., f in the predicate open(f)). While some have attempted to resolve this
issue in runtime monitoring, wherein reference variables are dynamically instantiated
during system execution [13]], there is no way to ensure that these predicates refer to
the same f in general without infinite space to accommodate an unbounded number
of dynamically instantiated monitors. We present slot-based monitoring as an alterative
technique to ensure consistency of an object’s identity over the course of a formula
evaluation within finite space.

To this end, we shift from reasoning about objects themselves to reasoning about
an underlying data structure and introduce the notion of a “slot” that tracks the data
necessary for evaluation of an MLTL formula.

Definition 5 (Slot). A slot S,,, is a set of atomic proposition symbols, has a slot ID
m € N, has an object ID id(Sy,) € N U L, and has a “no change” proposition nc,y,
that is true at time @ if and only if id(S,,) has not changed between time i — 1 and 1.

We include the object ID number to track the identity of the contents in the slot as most
real-world objects will have some identifier that can be encoded as a natural number.
For a finite set of slots S and m € [1,|S]|], we rename each proposition p € S,, to
pm and add it to AP. If S,, is empty at time 4, then id(S,,) = L and none of its
propositions p,, are in 7[7] for any trace .

As an example, consider a slot S; = {openy, close;, ncy} and formula open; —
Oro,¢1closer . Intuitively, this formula should evaluate to true at time step j if S; is
empty, open is not true for the object in .Sy at time j, or open is true for the object in
Sy at time j and close is true for the object S; for some time in [j, j + ¢].

To formalize this notion of enforcing the consistency of an object in a slot S, we
define a function h that adds this constraint to a “self-referential” MLTL formula using
the available proposition nc,,. Let I, u € Ng such that [ < v and 0 < u and ¢ be an
MLTL formula. Then A is defined recursively by:

. h(m p)=p o h(m, —p) = —~h(m, ¢)

¥ v &) = h(m,¢) v h(m,§)
ml:‘lu ) D[lu]ncm/\Dlu ( )

m, Qp,u]®) = L[1,1-1]MCm A NCy, L{[l u] (ncm A h(m, p))if | > 2, otherwise
m<>lu )_ncm lu](ncm/\h( ))

( P ul,u 5) = D[l,l 1]MCm A ((ncm A h(mﬂ/J)) Z/{[l,u] (nc’m A h(mag))) if
l > 2, otherwise

h(m, v Up g §) = (nem A h(m,¥)) Up ) (nem A R(m, §))

Theorem 3 (Slot-based MLTL Encoding Correctness). Let S, be a slot, p be an
MLTL formula, and 7 be a finite trace. Then © = h(m, ) if and only if 7 = ¢
and the object ID of slot S,,, does not change while ¢ is evaluated.

h(m
h(
h(
h(

Proof Sketch. We prove via induction on the form of ¢ that each sub-formula of h(m, )
maintains the semantics of ¢ and enforces that the object in S,,, does not change until
 is evaluated. For a finite trace 7:
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- Ifo=p,p=—1ory=p; Vv gy, then h(m, p) does not alter the ¢’s semantics.

— If » = [Jp,41%> then h(m, ) evaluates whether both 7 |= [J;,,,7 and the object
ID in S, does not change between the current timestamp and .

— If ¢ = O1,u)%, then h(m, p) evaluates whether both 7 |= Oy 1% (implied by the
semantics of U; ) and the object ID in S,,, does not change between the current
timestamp and [ — 1 as well as until either 7 [= ¢ or 7 £ Op 17

- If ¢ = ¢ Up o &, then h(m, p) evaluates whether both 7 = v Uy ., € and the
object ID in S,,, does not change between the current timestamp and [ — 1 as well
as until either  |= 1) or 7 # Opp 1€

Note the constraints h places on [ and u, where we can remove any temporal operator
with an upper bound of 0. Further, we only reason about nc,, starting at time 1 since
ncy, tracks whether the object has changed since the previous time step, so it is valid
for the object to have changed before we start monitoring . o

5 Realizing Unboundedness Via Dynamic Set Specification
Unrolling

Another area of concern for set-based reasoning is unboundedness. For the file require-
ment mentioned in Section [ the set of files being monitored is, as currently stated,
unbounded. We argue that this set is never truly unbounded on a real-world system —
every system has a bound on the number of files that can be open at one time, for in-
stance, and in most cases these bounds are reasonable. To leverage these bounds, we
formalize the notion of a set that changes during system execution then encode MLTL
specifications over such “dynamic” sets.

Definition 6 (Domain-bounded Dynamic Sets). A domain-bounded dynamic set (DBDS)
is a set whose membership may change over time and has a maximum size n € Ny, for
which n is derived from the application-domain in which the dynamic set is being used.

In the context of our illustrative file system example, this definition captures both that
the set of files open on a system may change over time as well as that there exists a
bound on the maximum number of files that can be open at once (either because the
bound exists in the system or the system runs out of memory, where the latter of which
likely points to a design flaw).

We can then leverage this construct to efficiently encode properties of DBDSs in
MLTL.

Definition 7 (DBDS Specifications). A DBDS Specification is an MLTL formula
applied to a DBDS where m models the specification if and only if 1 = ¢ for each
object in the DBDS and each each object in the DBDS does not leave the DBDS until
after ¢ is evaluated for that object for a trace w and time 1.

Naturally, for a DBDS D with max size n, we introduce n slots to track the objects in
D over time. This allows us to express MLTL formulas over the set of all objects in D
at a given time.
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Definition 8 (MLTL Encoding of DBDS Specifications). Let D be a DBDS with max-
imum size n, S = {S1,- -+, Sn} be a set of n slots such that id(d) = id(Sy,) for each
d € D and some m € [1,n], and ¢ be an MLTL formula. The MLTL Encoding of ¢
applied to D is defined as:

A\ h,e).

i€[1,n]

To continue the file system example, if we assume that there can only be a maximum of
n files open at once and the underlying system arbitrarily places files into empty slots
as files open and removes them once they close, then we can encode the requirement
that an open file must close within ¢ time steps as:

/\ (h(i,open — Qg ¢ close)) = /\ (open; — (nc; Upg 4 close;)).

ie[1,n] i€[1,n]

Theorem 4 (DBDS Specification Correctness). Let D be a DBDS with maximum size
n, S = {S1,---,Sn} be a set of n slots such that id(d) = id(Sy,) for each d € D and
some m € [1,n], and ¢ be an MLTL formula, and w be a finite trace. Then ™ models ¢

applied to D (Def. E]) if and only if m |= /\Z-e[l’n] h(i, ) (Def. .

Proof Sketch. We apply Theoremover each S, € S to show that h(m, ) accurately
monitors  and ensures a consistent object across timestamps during evaluation of ¢.
Because we assume the objects in D are correctly reflected in the set of slots S, 7
models the conjunction of each h(m, ) over m € [1,n] if and only if each object
d € D satisfies  at time ¢ and d does not leave D until ¢ is evaluated. =

Theorem 5 (DBDS Specification Time Complexity). The evaluation of the MLTL en-
coding of a DBDS specification  has a time complexity of O(log, log, max(p,t)-d-n)
where p is the maximum worst-case propagation delay of all nodes in AST (), d is the
depth of AST (p), t € Ny is the timestamp @ is evaluated for (i.e., the trace ), and n
is the maximum size of the set.

Proof. We know that the time complexity for evaluating a given MLTL formula is
O(log, log, max(p, t)-d) [32]. Therefore, since the encoding has n conjunctive/disjunctive
clauses and each clause has a time complexity of O(log, log, max(p,t) - d), the proof
follows. =

Theorem 6 (DBDS Specification Space Complexity). The MLTL encoding of a dy-
namic set specification @ has a space complexity of O((2 + [logy(t)]) - (2-m - p) - n)
where p is the maximum worst-case propagation delay of all nodes in AST (), m is
the number of binary operations in the AST, t € Ny is the timestamp  is evaluated for
(i.e., the trace ), and n is the maximum size of the set.

Proof. We know that the space complexity for encoding an MLTL formula is O((2 +
[logy(t)]) - (2-m-p)) [32]. Therefore, since the encoding has n conjunctive/disjunctive
clauses and each clause has a space complexity of O((2 + [logy(t)]) - (2 m - p)), the
proof follows. o
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6 Realizing Counting Via Domain-Bounded Dynamic Sets

It has been shown that LTL cannot express “counting” properties [39] e.g., that an event
must occur every n time steps and may or may not occur during any other time step.
Counting in temporal logics allow specifications to reason over buffers, queues, and FI-
FOs [35] as well as perform multi-agent planning [33]]. Variants of LTL with counting
have been proposed that sacrifice decidability [31], but it has been shown that Metric
Temporal Logic on finite words is elementarily decidable with counting and interval
bounds on Until [21]. By leveraging system constraints, we can tractably encode spec-
ifications such as “No more than k tasks are active in the scheduler at once” in MLTL.

We use DBDSs to encode counting specifications of bounded systems, particularly
specifications of the form “exactly k of the elements in D satisfy ¢.”

Definition 9 (Counting DBDS Specifications). A Counting DBDS Specification with
parameter k is an MLTL formula o applied to a DBDS where m models the specification
if and only if ™ |= ¢ for exactly k objects in the DBDS and each object in the DBDS
does not leave the DBDS until after o is evaluated for that object in .

These specifications can be encoded in MLTL by enumerating all (Z) possible ways in
which £ (p-clauses hold at one time (called an enumeration clause).

Definition 10 (MLTL Encoding of Counting DBDS Specifications). Let D be a DBDS
with maximum size n, S = {S1,- -, Sn} be a set of n slots such that id(d) = id(Sy,)

for each d € D and some m € [1,n], ¢ be an MLTL formula, and Py (X) be the subset
of the powerset of X such that |P| = k for each P € Py(X). The MLTL Encoding of
“exactly k” ¢ applied to D is defined as:

\/ /\h(NP) A /\ ﬁh(iﬁﬂ)

XePr([1,n]) \1€X ie[1,n]\X

Theorem 7 (Counting Specification Correctness). Let D be a DBDS with maximum
sizen, S = {S1,---,Sn} be a set of n slots such that id(d) = id(Sy,) for each d € D
and some m € [1,n], ¢ be an MLTL formula, 7 be a finite trace, and Py (X) be the
subset of the powerset of X such that |P| = k for each P € P (X). Then m models ¢
applied to D with parameter k (Def.[9) if and only if

=/ [ AnrGea /N —hie) | (Def IO

XePr([1,n]) \i€X i€[1,n]\X

Proof Sketch. The proof sketch follows a similar structure to the proof for Theorem [}
we apply Theorem over each S,,, € S to show that h(m, () accurately monitors ¢ and
ensures a consistent object across timestamps during evaluation of ¢. Because we as-
sume the objects in D are correctly reflected in the set of slots S, m models the disjunc-
tion of enumeration clauses /\;c x 7(é, ) A Njepr opx —h(i, @) over X € Py([1,n])
if and only if exactly k objects in D satisfy ( and each object does not leave D until ¢
is evaluated. =
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We can then further encode counting specifications of the form “at least & of the ele-
ments in D satisfy ¢” using the encoding:

/\hG. o)~ /\ —hli,e)

XePr([1,n])UPr+1([1,n])u--UPR([1,n]) \i€X ie[1,n]\X

where we enumerate all possible ways in which at least k£ enumeration-clauses are true
at one time. While these encodings cause a factorial blowup in the number of terms
in the MLTL formula (i.e., (Z) enumeration clauses for “exactly £ specifications), the
value of (Z) is tractable in practice for previously published collections of real-world

MLTL specifications [[7i8116/2125I154].

Theorem 8 (Counting Specification Time Complexity). The MLTL encoding of a count-
ing specification o has a space complexity of O ((2 + [logy(t)]) - (2-m - p) - (7)) where
p is the maximum worst-case propagation delay of all nodes in AST (), m is the num-
ber of binary operations in the AST, t € Ny is the timestamp o is evaluated for (i.e., the
trace ), n is the maximum size of the set, and k is number of objects counted in .

Proof. We know that the time complexity for evaluating a given MLTL formula is
O(log, log, maz(p, t) - d) [32). Therefore, since the encoding has (}}) clauses and each
clause has a time complexity of O (log, log, max(p, t) - d), the proof follows. D

Theorem 9 (Counting Specification Space Complexity). The MLTL encoding of a
counting specification ¢ has a space complexity of O (2 + [logy(1)]) - (2-m - p) - (}))
where p is the maximum worst-case propagation delay of all nodes in AST (), m is
the number of binary operations in the AST, t € Ny is the timestamp  is evaluated for
(i.e., the trace ), n is the maximum size of the set, and k is number of objects counted

in .

Proof. We know that the space complexity for encoding an MLTL formula is O((2 +
[log,(t)])-(2-m-p)) [32]]. Therefore, since the encoding has () conjunctive/disjunctive
clauses and each clause has a space complexity of O ((2 + [log,(¢)]) - (2 - m - p)), the

proof follows. =

Count Operator Encoding It is worth noting that these specifications can be encoded
much more efficiently in practice by adding a count operator. We define

count(p1, -+, pn, k)

to take n MLTL formulas and a natural k such that count is true if and only if exactly &k
of the ¢; formulas for ¢ € [1,n] are true. Then, we can encode counting specifications
in MLTL as: count(h(1,¢),--- ,h(n,®), k). This encoding is similar to dynamic set
specifications in that it grows linearly with the maximum size of the dynamic set, though
is not pure MLTL.
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7 Applying MLTL Rewrite Rules to DBDS Specifications

Memory encoding size is a important metric for monitoring MLTL formulas. This is
especially true for real-time, resource-constrained systems, which are natural targets
for MLTL monitoring [17]. The techniques presented in Section [5[6|place a hard bound
on the memory requirements for specifications over sets, and the rules in Section [3|re-
duce the overall memory signature of an encoded MLTL formula. These approaches are
especially powerful when used in tandem, rewriting MLTL-encoded DBDS specifica-
tions.

To illustrate, consider a request arbiter that receives requests and either grants, re-
jects, or delays them and assume that the arbiter can only ever handle a maximum of
100 requests at once. Then say we want to monitor the requirement that for each active
request R, R shall be either granted (g) or rejected () within 20 seconds otherwise R
will be delayed (d) within 10 seconds and be granted or rejected within 20 seconds of
being delayed. We formalize this in MLTL by introducing slots Sy, - - - , S100 such that
active requests are arbitrarily assigned an empty slot during system execution:

/\ h(i, 010,201 (9 v ) v O10,101(d A Opo,201(9 Vv 7)))- (6)

i€[1,100]

According to Equation [2| encoding the MLTL formula given as an argument to h as a
monitor requires space for at least 82 verdicts. We can apply [(R2)]to rewrite this MLTL
formula:

/\ h(i, O10,101(C10,101 (g v 7) v (d A Qpo,201(9 v 7))))- (N

i€[1,100]

Evaluating this formula requires space for only 62 verdicts. If we assume a verdict size
of 33 bits (32 for the timestamp, 1 for the result), Equation [6] requires memory on the
order of (1 + 32) x 100 x 82 = 270, 600 bits (33.825 KB). Automatically applying
[(R2)] therefore saves memory on the order of (1 +32) x 100 x (82 —62) = 66, 000 bits
(8.25 KB). This is a meaningful improvement for some resource-constrained systems,
which only have on the order of KBs to dedicate towards runtime monitoring [28]].

A non-expert specification author is unlikely to recognize that Equation [f]is more
memory-intensive to monitor than Equation[7] so automating the application of rewrite
rules aids in such optimizations. Additionally, applying rewrite rules to DBDS specifi-
cations saves n-times the memory as compared to applying the rules to a single MLTL
formula, showing the power of pairing these two techniques in practice.

8 Impacts and Future Work

We argue that a large class of “intractable” specifications have corresponding temporal
logic patterns based off of our novel constructions. By leveraging MLTL rewriting rules
and encodings for dynamic set specifications, we enable the expression and memory
optimization of “intractable” specification patterns. Systems that feature domain con-
straints (e.g., real-time systems) can leverage these encodings to express specifications
that otherwise may have required higher-order logics.
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Further investigation into optimizations for MLTL encodings is warranted, for in-
stance, by deriving tighter bounds for the propagation delays of AST nodes. While we
presented an instance of removing vacuous sub-formulas that can tighten these bounds
[R5)] generalized techniques for detecting vacuity may help tighten these bounds fur-
ther. Similarly, an algorithm for detecting the optimal ordering of rewrite rules may
reduce memory requirements further.
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